Security Compliance Engineer :

AEIES HOt OIF AN HY

25.9.23.



e

I

HH| 2|2
Heldciyd 2d
=

e
ux
H
0=
OH
r
a2
-1
Jn
2k
12
=
OHI

KT-SKT
, 57HE ot
]| FHHH 2 -+ “Ol|Z
-+ ‘52 OfA|EY
EV CHA| = E
=L}

= — H X E C 2 A O
I-Ol-ll-uiu_l'c:c:':!EE'lﬁl' T
R = [

2=
2025
-09-18
20:
:38 | == 2025-0
-09-18 2
1:31
a r
0 7t =]
‘<: o
adp




[S5]F (5 <59t AL SHEE|ES 7|9,
FUN BFT 5 2Y A

2212025.09.04. 2E 329  JMUR

g

JHRFSE QRSRIE| HH| 2%t 2=

1896 24 @ D B 0

2025. 9.

Q JINEE S|




™) KISA, 28503 717I8H3
ISMS-P 215 A / Kubestronaut
KITRI Z{0|ESHAZ HIZ

AWSKRUG =222 27{Lt0[X{




SXt
1. Security Compliance EngineerZ!?
2. SCE AT Atg|

3. QnA



OWARSP

Seoul Chapter

1. Security Compliance Engineerzt?



!

Security Compliance Engineert?

Security Manager / YEEZ EHEXL

2o HEEDZ Lo NAIE MUX[= Lot EoF HAL
TAfE E4
o LT



. -I i

Security Compliance Engineert?

Security Manager / EEEZ

ot
g

o] MAlS MKl



!

Security Compliance Engineert?

Security Compliance Engineer

ASEt0[UA R} 7|=0 CHE O|oHE 7|2 e 2 HHM= +E
/IZMOE LU0 0|5 Y W ELHE



!

Security Compliance Engineert?

Security Compliance Engineer

ASEt0[UA R} 7|=0 CHE O|oHE 7|2 e 2 HHM= +E
/IZMOE LU0 0|5 Y W ELHE

2. 330 7|22t V=



Security Compliance Engineert?

1.

Security Compliance Engineer

Security Manager

Ik

fall
ar

Tl

<0
Kio
=

o

K

KK

Aoy
L

I
K|o
=00

Klo

o

L]

v

2], EE

_g|A3

e

e, AR EA

-
o

27

ZE@)

Gl

=gt

S0l A

7= Big) Of

|




1. Security Compliance Engineerz!?

+c|= 2
Security Compliance Engineert

T|0{0F LR



Security Compliance Engineert?

1.




Security Compliance Engineert?

1.




Security Compliance Engineert?

1.




1.

Security Compliance Engineert?

»
L]

L]

L ]

]

]

]

]

L]

G HEL0|HA

HEgto|A =3

SOC 2, ISO 27001, NIST 800-53, FedRAMP PCl DSS, HIPAA & Ct=E =5 &
dH- 5 M 2l-55P

HH.HALSOP System Security Plan(SSP) =Hd-2t2|, 55 &2 9l 21
ZEARHAL TS
Q18 +lA 3PAO

i

3 s

ogt

|IIZI|'

o, %% BUEY 2 BN £3

71229

=7 HYU 23

AWS-Azure-GCP 22t ZH| 24|, Kubernetes-Docker &
AE3LAIUY & GRC

Python & 232 &, Vanta/Drata/OneTrust 22, 35 Xt5=
HoE-2T B¢

FoE 22| AEE=X, BR/US

3]~ 3.POA&M

2|23 E7t, RMF, Plan of Actions & Milestones =-d-E2jZ!

et

e

o

ol

H3A-02 S

M EQ0HETL RFP/EQH HE S, 12 &
HrUAolH/"%

AX|Loj LM Z-H 2T FMet S, et HA/=E

2

2o



= 5aXl

? ol XtEolof
ot 1=
Of= C

o4
o

rF o



!

Security Compliance Engineert?

Security Compliance Engineer2XA ZtF|0F 2 Skill

SLHE 22F ASE[0|UA oM 5

Cloud Security
DevSecOps

Automation (PaC..7)

=
=



Security Compliance Engineert?

1.

Security Compliance Engineer2XA| ZF 0 & Insight

X|0t4l O|=

o
ol

|.

~d
1]

of

XL

ol

FA

AtO[0f| M

7=

A
—

o1 Al0f| S|TOT |2 A
Or>x - =1

XTI - O ™

M| oMY 7|s= SOl UEl= 2P0 L

2LICH)

T

0]7

oJ
k[
oJ

.|

O B0l Of:! 7h

.|

k0

(



OWRSP

Seoul Chapter

2. SCE 47T Al




2. SCE AT Atg{ / Casel. 2EtFE E02F |

(ISMS-P) 2.10. 2 EEFC": 2o
(ISO 27001) ofE S7H(Ct+2 SMZ =2 23+

SAFE MU 0|2 Al MH|A F8(Saas, Paas, laas S)M OE H|217F {2, 84
YUSI|E OF S0 02 EQHEY NAHBI F- A RS #2 A FH2 X 20 4H S0
8t S SRS $1-0|85H010F BiC}

« SO MU|A HIEAR HEHE G IH0 Hgﬂiﬂﬂ CH 5 207} 8IS IS5
o5l Ol AYMSLA S)A ﬂl-'ﬁutjl_ =717

-Ié-irf*c AU D[ Al AH[A RE0 O B2FES 716100 H[2] E'FT‘
t

MUOE =2 gxlg o ':'IEE HG"'-F;"J (a] ] .Jg_;:d :,'l:-: HDHE'I"“' t."lﬂ ,# %",}l J',é..".i'. .
OHHEH H&Hy A AHA E 20 B HME 8018610 2=

. FE My|A& S i} 1‘*?*‘:’ e Mt =4 SI5HH S50 2R MEHH CHEt
HI':’IJ‘P 232, ff 2- 92 S8 YA & =S A8E S, YEIH, S2E8A,
ﬂ-J'~|'?|§r HEEH"—’I .-'i-.'lﬂul-_.l I:II'—;'}?

« [BRI2E MuAY) 20t 43 w2, 20 #8 £5 DUHZE D 1 HE4E H7 5o

HESI A=)

X0 YOI




2. SCE A% Af2{l / Casel. B2t2E 29t )

(ISMS-P) 210.2 ZEtFE E¢
(ISO 27001) ofE S7H(Ct+2 SMZ =2 23+

Ia2c AA °Hi7 % EI‘IIUI'_T’_ Q0d vigte 7(-I7|7<-IOE EI_|_|E-|EIU|.:7|-'_7




2. SCE A% Af2{l / Casel. B2t2E 29t )

Cloud Custodian

. ZEIRC 2|AAN HMES XIE Mot 2ZAA

o 1= o 10

o HOFZAZaI0|0A QIAIES IEZ X Jts

4L O= AL T
o M Q|Ht E|AAZS AlX|IO 2 EFX|O| X|CH / &2l J £~
Prowler
e ZCIFE HOI™MH OQ=AA

* CIS, ISO, GDPR, HIPAA S CtZot 22

ot 22
¢ ZlopE T ol ZZ{0|HA AEH HI A AL



2. SCE A% Af2{l / Casel. B2t2E 29t )

HOoF 21Ho| A= Z2H|[MES MAAL 2 SLEF0t ACH
(A TS 3+ A ZAS) XIRESE BRE D + Tl Zujota)



2. SCE A% Af2{l / Casel. B2t2E 29t )

[T I < B = Y L I I

Wow oW oW NN NN ONNNNN N R R R R R R s
W N R ® 0N oUW R WM R, ® W NN R WM R o®

policies:

- name: SecurityGroup-ingress-any-rule-detection
resource: security-group
description: Monitor Ingress SG rule settings in real-time and notify via Slack
mode:
type: cloudtrail
role: {role}
events:
- source: ec2.amazonaws.com
event: AuthorizeSecurityGroupIngress
ids: "responseElements.securityGroupRuleSet.items[].groupId”
- source: ec2.amazonaws.com
event: ModifySecurityGroupRules

ids: "requestParameters.ModifySecurityGroupRulesRequest.GroupId”

tags:
C7n: "true"
filters:
- or:
- type: ingress
Cidr:
value: "0.0.0.0/0"
- type: ingress
cidrve:
value: "::/@"
actions:

- type: notify
slack template: slack-custom-template
to:
- slack://#backend-monitor-security-alarm
transport:
type: sqs
queue: {sgs}

region: ap-northeast-2
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= @security team Security Risk Detected

AWS Security Policy Alert
Account Region
ap-northeast-2

User Name Source IP
@rapportlabs.kr

SecurityGroup ID SecurityGroup Rule ID

sg-0218e3c0d5d6689b1 sgr-04beb689f1e20454ca

Description

SecurityGroup Ingress Any rule Detected
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policies:
- name: S3-public-access-detection
resource: aws.s3
description: Monitor S3 bucket public access settings in real-time and notify wvia Slack
mode:
type: cloudtrail
role: arn:aws:iam::{account id}:role/CloudCustodianRole
tags:
C7n: "true”
events:
- source: "s3.amazonaws.com”
event: PutBucketPublicAccessBlock
ids: "requestParameters.bucketname”
filters:
- type: check-public-block
RestrictPublicBuckets: false
BlockPublicAcls: false
BlockPublicPolicy: false
IgnorePublicAcls: false




Security Automation Bot 2 2% 2:43
@security_team Security Risk Detected

AWS Security Policy Alert
Account

User Name

Bucket Name

Region
ap-northeast-2

Source IP

Description
S3 Bucket Public Access Allow Detected
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1 name: Run Damoa Prowler 23 steps:
2 24 - uses: actions/checkout@va
25 uses: actions/setup-python@vs
3 on: 26 with:
4 workflow_dispatch: 27 python-version: '3.11'
5 schedule: 28 cache: ‘pip"
6 _ cron: "@ 20 ¥ % ®v 29 cache-dependency-path: |
P 30 requirements.txt
31
8 envs 32 name: Install prowler
9 VAULT ADDR: ${{ vars.VAULT ADDR }} 33 run: |
1@ VAULT AUDIENCE: ${{ vars.VAULT AUDIENCE }} |34 pip install -r requirements.txt
11 35 prowler -v
12 jobs: -
37 name: Configure AWS Credentials
13 run-prowler: ) ] ]
38 uses: aws-actions/configure-aws-credentials@va
14 runs-on: ubuntu-latest 39 with:
15 defaults: 40 aws-region: ap-northeast-2
16 run: 41 role-to-assume:
17 shell: bash 42 role-session-name: GitHubActions
.. 43 role-duration-seconds: 21600
18 permissions:
A4
19 id-token: write )
45 run: |
20 contents: read 46 prowler aws --security-hub --region ap-northeast-2 --send-sh-only-fails
21 actions: read a7 continue-on-error: true
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(ISMS-P) 2.8.1 E2F R2AISF ™2 / 285 AA =120 g
(1ISO 27001) 8.25 Secure development life cycle / 8.28 Secure coding

8.25 Secure development life cycle |Control

Rules for the secure development of software and systems shall be
established and applied.

8.28 Secure coding Control

Secure coding principles shall be applied to software development.
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All checks have passed
12 successful checks

v

v/

v Trufflehog Successful in 24s — Required workflow passed

v Trufflehog / Trufflehog / Scan (pull_request_target) Successful in 19s

- Required

- Required

4
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github-actions bot commented 3 days ago

X TruffleHog checks &Tj
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o EIX| 0f|Q|7t LTt A|TSIQI B #security-request ML 2 QEMNF M L. ,/’PR 213 - PR #22: Create sec
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Secret Type File:Line Commit
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Dashboard

Phishing Success Overview

100

50

% of Success

12:00 3:00 6:00 9:00 Apr 23,2025 3.00 6:00 9:00 12:00 3:00 §:00 9:00 Apr 24, 2025 3:00 6:00 9:00
Email Sent Email Opened Clicked Link Submitted Data Email Reported
281 75 75 0 0

Recent Campaigns

Show. 10 |entr'|es Search: |

Name Created Date =) =k k- 0 w7 Status

AP E datFole] 2§ =21 April 24th 2025, 10:46:10 am 138 23 23 0 0

AHE dara April 22nd 2025, 3:13:00 pm 29 9 9 0 0 -
HEE H|AX| Lo Ha2 April 22nd 2025, 2:19:15 pm 29 17 17 0 o -
FE+SEZIE E2 April 22nd 2025, 2:07:07 pm 38 4 4 0 0 =
mozb ZE HEH OB ol =7 April 22nd 2025, 1:02:28 pm 2 2 2 0 0 s
Tzt ZE o April 22nd 2025, 10:48:07 am 25 10 10 0 0 In progress G
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